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	UNIT:
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	001
	Explore Computer Systems

	
	
	

	OBJECTIVE:
	001.03
	Discuss the security and confidentiality issues and ethics-related to data, hardware, and software.


Business Computer Technology Ethics

and Security Vocabulary

Antivirus Program — A computer program that detects viruses and repairs files.

Bomb — A destructive computer code or virus designed to activate at a specific time.

Commercial Software — Software whose copyright is owned by the author/software publisher.

Copyright — Protection giving the owner the exclusive right to reproduce or distribute copies of his or her own work.

Encryption — Process of converting readable data into unreadable characters to prevent unauthorized access.

Ethics — The moral guidelines that govern the use of computers and information systems.

Freeware — Software that is given away free of charge, but whose author still retains all rights.

Hacker — A person who secretly gains access to computers and files without permission.

Hoax — A program intended to scare users into thinking they have a virus.

Password — A safeguard for access to a computer or computer program.

Phage — A program that modifies other programs, operating systems, and databases.

Piracy — The illegal copying and distribution of software.

Public Domain Software — Software that is not copyrighted and is free to copy and distribute.

Shareware — Copyrighted software distributed free of charge on a trial basis with payment by the honor system.

Trojan Horse — A virus that is disguised as a useful piece of software.

Virus — A computer program designed to cause damage to computer files.

Worm — A destructive computer program that bores its way through a computer’s files or through a computer’s network.
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Classifying Software

Commercial Software

· Considered to be proprietary software

· Copyrighted by an individual or business

· Permission needed in order to copy

· Software is usually disabled after a specified number of uses if not registered 

Shareware

· Copyright protected

· Distributed free on a trial basis

· Payment by the honor system for satisfied users

· Owner retains the copyright

Freeware

· Given away free of charge

· Owner retains the copyright

· Program cannot be sold or altered without permission

· Not necessarily free to copy and distribute

Public Domain Software

· Not copyrighted 

· Donated for public use

· Free to copy and distribute
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Types of Viruses
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Bomb - Destructive computer code or virus designed to activate at a specific time.

Hoax - A program intended to scare users into thinking they have a virus.

Phage - A program that modifies other programs, operating systems, and databases on a Personal Digital Assistant.

Trojan Horse - A virus designed as a useful piece of software.

Virus - A computer program designed to cause damage to computer files.

Worm  Destructive computer program that bores its way through a computer network.
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Safe Computing Tips
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· Make back-up copies of all files on a regular basis.

· Don’t share disks from other computers. This will increase the chance of catching a virus.

· Don’t boot from a floppy disk.

· Write-protect your disks.

· Use an anti-virus program to scan your files on a regular basis.

· Use caution when downloading files from the Internet — many are virus infected.
· Never open an e-mail attachment unless you are expecting it and it is from a trusted source.

· Use an anti-virus program that will automatically detect viruses downloaded from the Internet.

· File sharing on a local area network (LAN) may also expose your files to a virus.

· Change passwords frequently.

· Do not use common names; instead use a combination of text, numbers, and symbols for passwords.
Name ___________________________




WHO AM I?
Directions:  Read the description of known viruses below. Use your glossary to determine what type of virus each one is.  Write the name of the virus type (Hoax, Bomb, Trojan Horse, Phage or Worm) in the spaces provided.
__________________
1.  The Michelangelo virus was to take effect on infected computers on March 8. 

____________________
2.  The Jerusalem virus was one of the earliest found.  Its trigger date was Friday the 13th.

____________________
3.  This virus was introduced to a single computer.  It infected thousands of computers as it traveled through networks.

____________________
4.  The MacMag virus infected computers that accessed a certain bulletin board.  The trigger date was March 2, 1988.

____________________
5.  IBM had a major virus problem outbreak called Christmas Tree which slowly worked its way through the company’s computers.

____________________
6.  The Password virus was disguised as a log-in screen. The virus screen captured and stole the user’s log-in and password.

____________________
7.  A freeware program called Homework Helper was intended to destroy computer systems rather than helping students with homework.

____________________
8.  The screen appears as a dark gray box terminating applications that are running.  Once terminated the virus modifies other programs, databases and operating systems.

____________________
9.  A program called Stupid Mack Tricks could fool a user into thinking the computer was infected by a virus.  This program is loved by many practical jokers.

____________________
10.  An AIDS information program was distributed on disk to thousands of users.  The disk was supposed to provide information, but instead it took over the computer system.

____________________
11.  The “Good Times” E-mail message was widely reported as a virus affecting computers by opening E-mail.  Experts agree that viruses cannot be spread through e-mail.  
____________________
12.  A program that infects applications downloaded to a PDA by connection to a PC.

Computer Related Crimes
(N.C.G.S. § 14-454-458)

§14-454 Accessing computers 

(a) It is unlawful to willfully, directly or indirectly, access or cause to be accessed any computer, computer program, computer system, computer network for the purpose of:

(1)  Devising or executing any scheme or artifice to defraud unless the object of the scheme or artifice is to obtain educational testing material, a false educational testing score, or a false academic or vocational grade, or obtaining property or services other than educational testing material, a false educational testing, score, of a false academic or vocational grade for a person, by means of false or fraudulent pretenses, representations or promises. 

A violation of this subsection is Class F felony if the scheme results in damages of more than one thousand dollars ($1,000), or if the property or services obtained are worth more than one thousand dollars ($1,000).  Any other violation is a Class 1 misdemeanor.

(b) Any person who willfully and without authorization, directly or indirectly, accesses or causes to be accessed any computer, computer program, computer system, or computer network for any purpose other than those in section a above is guilty of Class 1 misdemeanor.

(c) The phrase “access or cause to be accessed” includes introducing, directly or a self-propagating computer program) into a computer, computer program, computer system or computer network.) Any person who willfully and without authorization, directly or indirectly, accesses or causes to be accessed any educational testing material or academic or vocational testing scores or grades that are in a government computer is guilty of a Class 1 misdemeanor.

(d)  For the purpose of this section, “access or cause to be accessed” includes introducing directly or indirectly, a computer program (including a self-replicating or a self-propagating computer program into a computer, computer, computer system, or computer network.

§14-455.  Damaging computers, computer programs, computer systems, computer networks, and resources.

(a)  It is unlawful to willfully and without authorization alter, damage, or destroy a computer, computer program, computer system, computer network, any part thereof.  A violation of this subsection is a Class G felony if the damage caused by the alteration, damage, or destruction is more than one thousand dollars ($1,000). Any other violation of this subsection is a Class 1 misdemeanor.
(a1)
  It is unlawful to willfully and without authorization alter, damage, or destroy a government computer.  A violation of this subsection is a Class F felony. 

(b)   This section applies to alteration, damage, or destruction directly, indirectly, a computer program into a computer, computer program, computer system, or computer network.

Computer Related Crimes (Continued)
§14-456.  Denial of computer services to an authorized user.

(a) Any person who willfully and without authorization denies or causes the denial of computer, computer program, computer system, or computer network services to an authorized user of the computer, computer program, computer system, or computer network services is guilty of a Class 1 misdemeanor.

(b) This section also applies to denial of services by introducing, directly or indirectly, a computer program (including self-replicating or self-propagating computer program) into a computer, computer program, computer system, or computer network.

§ 14.457.  Extortion

Any person who verbally or by a written or printed communication, maliciously threatens to commit an act described in G.S. 14-55 with the intent to extort money or any pecuniary advantage, or with the intent to compel any person to do or refrain from doing any act against his will, is guilty of a Class H felony.

§14.458.  Computer trespass; penalty

(a) Except as otherwise made unlawful by this Article, it shall be unlawful for any person to use a computer or computer network without authority and with the intent to do any of the following:


(1)  Temporarily or permanently remove, halt, or disable any computer data, computer programs, or computer software from a computer or computer network.


(2)  Cause a computer to malfunction, regardless of how long the malfunction persists.


(3)  Alter or erase any computer data, computer programs, or computer software.


(4)  Cause physical injury to property of another.  


(5)  Make or cause to be made an unauthorized copy, in any form, including, but not limited to, any printed or electronic form of computer data, compute programs, or computer software residing in, communicated by, or produced by a computer or computer network.


(6)  Falsely identify with the intent to deceive or defraud the recipient with the transmission of  electronic mail through or into the computer network of an electronic mail service provider or its subscribers.

A person is “without authority” when (i) the person has no right or permission of the owner to use a computer, or (ii) the person uses a computer or computer network, or the computer services of an electronic mail service provider.

(b)  Any person who violates this section shall be guilty of computer trespass, which offense shall be punishable as a Class 3 misdemeanor.  If there is damage to the property of another and the damage is valued at less than two thousand five hundred dollars ($2,500) caused by the person’s act in violation of this section, the offense shall be punished as a Class 1 ($2,500) or more caused by the person’s act in violation of this section, the offense shall be punished as a Class 1 felony.

(c)  Any person whose property or person is injured by reason of a violation of this section may sue for and recover any damages sustained and the costs of the suit.
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Name ________________________________

Computer Crimes
Review the “Computer Related Crimes” statutes carefully before you begin.  Then read each situation below and (1) List which of the four statutes was violated — whether it is a felony or misdemeanor, and (2) Why you think a crime was or was not committed.
1. Bryan was able to hack into the grading system of his English teacher.  He was able to change missing assignments recorded in the grade book to completed assignments.  Bryan’s grade went from a C to an A.  Did Bryan commit a crime?

2. Robert has downloaded a computer virus that can disable passwords.  He loaded it on all of the computers in the lab.  Now the teacher’s password will not work.  Is this a prank or a crime? Explain your answer.

3. Greg had been absent from school 17 times during a semester and was in danger of failing because of truancy.  Using a computer Greg changed the number of absences in the school records from 17 to 10, making him not fail.  Did Greg commit a crime?
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4. Betty got into the SIMS computer and changed some of the students’ grades. Is this a crime?  Explain.

5. Matthew got into his teacher’s account and changed some grades in her gradebook. Is this a crime?  Explain.

6. You have figured out the password on your best friend’s computer, so you change it as a practical joke.  As a result, he cannot log on to the Internet. Did you commit a crime?

7. Using the account of another student you copy an assignment and use it as your own.  Did you commit a crime?

8. A student creates a web site and posts a message that a virus will appear on the school computers if school is not cancelled on Friday.
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9. Mary and Mike destroyed several computers in the lab by pouring water into them and shorting out the motherboards.  The total damage is over $3000. Is this a felony or a misdemeanor? Explain.

10. Mary threatens that she will put a virus on her science teacher’s laptop if her grade is not changed to an A.  Did she commit a crime?

11. Sue deliberately broke the CD-ROM in the school’s media center. It will cost $279.00 to repair.  Did she commit a crime?  If so, what kind?

12.  John saw a copy of his final exam on his teacher’s monitor.  He changed some of the questions to make them easier.  Did John commit a crime?

